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Nakamoto consensus: fully permissionless, but tricky 
probabilistic guarantees

• Fully permissionless: 

• Parties can join or leave without any synchronization

• No identifying information is required for participation

• Probability of block reverts depends on depth, adversarial work ratio 𝛽, and the 

message-delay bound

• Guarantees are (very) hard to analyze (the “6-deep” is a rule-of-thumb)
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16 years after Bitcoin’s birth, in How to Beat Nakamoto in the Race, CCS 2025, 

Shujie Cao and Dongning Guo write: 
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Sleepy protocols: simple guarantees, dynamic 
participation, but registration required

• Parties must register (e.g. PoS protocols maintain a list of stakers)

• Parties can “sleep” (i.e. be inactive), but active honest participants

must sufficiently outnumber registered adversaries

• Recent sleepy protocols like MMR have deterministic safety and constant latency, 

which makes them particularly simple to reason about

Dahlia Malkhi, Atsuki Momose, and Ling Ren. Towards practical sleepy BFT (Appendix A). Cryptology ePrint Archive, 2022 4



Can we have deterministic safety, constant latency, and 
fully-permissionless participation?

Nakamoto consensus
• Fully-permissionless

• Probabilistic safety that is hard to 

reason about

Sleepy protocols
• Allow dynamic participation, but

require registration

• Can have deterministic safety and 

constant latency

⇒ simple to reason about
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MMR solves sleepy consensus simply under a 1/3 adversary, but 
crucially depends on enforcing one message per party per round
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To run MMR in the fully-permissionless model, we must 
deal with Sybil attacks

• There is no list of participants
• Anybody on the Internet can send a vote…

• Attackers can send as many votes as they want using pseudonymous 

identities (a Sybil attack)

• How do we know which votes to count?

Idea: one PoW = one message (no PoW ⇒ message rejected)

If adversaries control less than 1/3 mining power, will MMR work?
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“One PoW = one message” does not work: adversaries can 
accumulate PoWs and reveal them at a later step
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Time-traveling messages



Contribution: Sieve, a (deterministic) messaging layer 
implementing Time-Travel Resilient Broadcast (TTRB)

Fully permissionless network
Participants can join or leave without 

synchronization

Sieve protocol
Implements Time-Travel Resilient Broadcast (TTRB)

Sleepy consensus protocol* (e.g. MMR)
Solves consensus in the Sleepy Model

Send msgReceive msg

TTRB-deliver msg TTRB-broadcast msg

Deterministic PoW
Requires constant work

Get PoW 
for msg

PoW for msg

* with 1-round look-back 9



To identify time-traveling messages, Sieve analyzes the 
causal history of messages 
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▪ Each message must contain a “coffer” 

consisting of:
▪ the set of all the messages 

received from the previous step
▪ a PoW tied to the set
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To identify time-traveling messages, Sieve analyzes the 
causal history of messages 
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Time-travel attack
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▪ Each message must contain a “coffer” 
consisting of:
▪ the set of all the messages 

received from the previous step
▪ a PoW tied to the set

▪ Time-traveling messages cannot point 
to enough non-time-traveling previous-
step messages!



We use a PoW puzzle that takes a fixed, determined 
amount of work

Due to Fabien Coelho in An (Almost) Constant-Effort Solution-Verification Proof-of-Work Protocol Based on Merkle 

Trees. Progress in Cryptology – AFRICACRYPT 2008

Coffer C C+1 C+2 C+3 C+4 C+difficulty……………

Merkle Tree

PoW(C) = root + k paths (e.g. 3)
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Honest provers expend fixed work

Adversaries do less work with probability 
decreasing exponentially  with k



Sieve-MMR: consensus with deterministic safety, 
constant latency, and fully-permissionless participation

• Sieve-MMR solves consensus in the fully-permissionless PoW model

• With deterministic safety

• Termination with probability 1 (uses randomized leader election for liveness)

• Resilience: 1/3 adversarial computing power

• Sieve is ½ resilient, but MMR only 1/3

• Best-case latency of 3 steps and 7 steps in expectation

• Future work: make it more efficient!
• Can we have less than 𝑛2 communication per round?

• Sieve has worst-case local computation exponential in the size of the causal graph when a 

party first joins. Can we do better?
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